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INTRODUCTION 

GDPR impacts multiple areas of security functions (and other technology and business areas too). In 
the flurry of activity and anxiety as we head toward the May 2018 deadline, companies need to review 
and if necessary enhance those processes considered as foundational. Password management is one 
of these, as it underpins the assumptions that so many other applications make: that user credentials 
are trustworthy. 

One such assumption is that individual users are intrinsically tied to access credentials. This is only 
the case where it can be shown that no other person could come to know the password as it was 
created or reset. Self-service password management can offer such an outcome, but user adoption 
rates of these services is often low. Assisted service password reset normally introduces a second 
person, and this individual — a service desk staffer, for example — could expose the password, through 
accident or design. Even if this is not the case, how can you be sure? 

This IDC Technology Spotlight introduces the identity and access implications of GDPR, and shows 
why password reset represents a potential risk factor that may compromise compliance. It then shows 
how self-service password reset can lower this risk, as long as the second person threat is removed. 
In fact, if implemented correctly, the removal of this threat can also drive adoption of self-service 
password resets, increasing efficiency and maximizing return on investment. 

THE IMPORTANCE OF IDENTITY AND ACCESS CONTROL TO GDPR 

An Outline of GDPR 

The General Data Protection Regulation (GDPR) represents the biggest shakeup in European data 
protection legislation in three decades. The present data protection directive predates the advent of 
cloud, social media, the Internet of things, and other technologies that today we take for granted. Many 
of the data-rich companies that are household names were also founded after the existing legislation. 
So GDPR is a welcome and timely update. 

GDPR continues the broad data protection principles already well established in legislation. But it 
places a variety of new requirements and considerations for any organization processing personal 
data. Importantly, the consequences to companies of getting data protection wrong are severe: 

 A fine of up to 2% of global revenue for technical infringements and up to 4% for breaches of 
principles and rights established under the new law. 

 Introduction of mandatory breach notification of personal data breaches, which includes 
alerting data subjects to the breach (if material). 

 The prospect of class action lawsuits brought on behalf of affected data subjects. 

 Potentially, the banning of personal data processing altogether (in extreme cases). 
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These sanctions force companies to take GDPR seriously. A key element of GDPR is the ability to 
demonstrate compliance, through the definition of processes and the capture of audit trails that 
evidence adherence to those processes. 

GDPR and Identity & Access 

GDPR does not have much to say in specific terms about information security. However, the 
importance of security is fundamental to the principles and practice of GDPR. Security is established 
as a core principle in Article 5, where it states that personal data shall be "processed in a manner that 
ensures appropriate security of the personal data, including protection against unauthorized or 
unlawful processing ... using appropriate technical or organizational measures." Article 4 includes the 
definition of a data breach to include "unauthorized … access to personal data." 

Clearly, then, access control to prevent "unauthorized processing" and "unauthorized access" is 
critical to GDPR compliance. Although explicit emphasis within GDPR is on security of data, there is 
plenty of implicit reference to the security of identity. In addition to Articles 4 and 5, GDPR also refers 
to identity in the following places: 

 Recital 39: "Personal data should be processed in a manner that ensures appropriate security 
and confidentiality of the personal data, including for preventing unauthorized access to or use 
of personal data and the equipment used for the processing."  

 Recital 49: "The processing of personal data to the extent strictly necessary and proportionate 
for the purposes of ensuring network and information security … constitutes a legitimate 
interest of the data controller concerned. This could, for example, include preventing 
unauthorized access to electronic communications networks …"  

 Recital 83: "In assessing data security risk, consideration should be given to the risks that are 
presented by personal data processing, such as … unauthorized disclosure of, or access to, 
personal data transmitted, stored or otherwise processed …" (Our emphases) 

GDPR is light on prescription of security controls. It is outcome-focused, and companies need to work 
out for themselves how to achieve and maintain compliance. However, GDPR does leave some heavy 
hints as to what regulators are looking for. Article 32 — Security of Processing — is the only article that 
specifies the security outcomes, which include: 

 Paragraph 1 (b) — "The ability to ensure the ongoing confidentiality, integrity, availability and 
resilience of processing systems and services," and 

 Paragraph 4 — "The controller and processor shall take steps to ensure that any natural 
person acting under the authority of the controller or the processor who has access to 
personal data does not process them except on instructions from the controller, unless he or 
she is required to do so by Union or Member State law." 

IDC believes that GDPR will force companies to review their processes and technologies in a broad 
range of security functions, and that managing access to personal data is key among them. Arguably, 
in addition to this new legal obligation, companies also have commercial and moral obligations to 
protect users' identities. Loss of control of user identities can cost firms dearly if they lead to a data 
breach or an infection of ransomware. Further, companies should protect their users from their 
credentials being hijacked or otherwise compromised: users are often unwitting accomplices in the 
exploitation of security vulnerabilities and unfairly regarded as culpable or, worse, "stupid." 

The weak link in any process will always be the one to be exploited. With respect to controlling 
identities and access, the weak link is the password. 

Password Resets — The Weak Link 

Passwords continue to be a primary vector for compromised credentials. The most recent Data Breach 
Incident Report (DBIR) by Verizon states that 63% of confirmed data breaches involved weak, default, 
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or stolen passwords. The Service Desk Institute reports that a third of support organizations expect 
password-related issues to take up more than 25% of their calls. 41% do not even use a password 
reset tool, while 35% of those have no defined password authentication process at all. 

Passwords have many critics, and the weaknesses of passwords are well documented. However, 
passwords persist because they are cheap, familiar, and easy to use. In fact, most of the breaches 
associated with passwords are a consequence not of any inherent weakness in passwords 
themselves, but in password management. Password reset is a primary culprit here. 

Password resets may seem trivial in the grand scheme of data breaches. Sexy they are not, and they 
struggle for attention against advanced persistent threats and polymorphic malware. Yet the humble 
password reset may have profound consequences if it leads to data breaches through compromised 
credentials. And the consequences of getting password management wrong are about to increase for 
companies with the introduction of GDPR. Indeed, you don't have to have a data breach to be non-
compliant with GDPR. Poor process or lack of evidence will do it. 

THE TROUBLE WITH PASSWORD RESETS — THE MISSING PROCESS 

What's so complicated about password resets? There are two broad categories of concern. The first is 
related to process. In essence, the basics of password resets are straightforward: 

 Have a process for password resets, and document it 

 Follow the process 

 Document the fact that you follow the process 

But what process? You'd think that the humble password reset process was well understood. In fact, it 
is almost totally ignored by standard process definitions for IT service management and information 
security. ITIL (IT Infrastructure Library) and the related ISO/IEC 20000-1 Service Management 
standard barely mention password resets. The ISO 27001 Information Security Management standard 
advises on how to create and store passwords, but not how to reset one. The forthcoming NIST Digital 
Identity Guidelines (800-63-3) discusses "recovery of authenticators" (that is, passwords) when they 
are lost or stolen, but is short on detail. The Certified Information Security Systems Professional 
(CISSP) has an excellent password management module, but of course CISSP is not a standard 
organizational process but a practitioner certification. 

Some countries issue password reset recommendations. Datatilsynet, the Danish Data Protection 
Authority, has issued guidance that demands third-person (e.g., a supervisor) involvement for personal 
identification/authentication of the user in addition to the second person (e.g., a service desk staffer) 
who has the privileged rights to issue the password (see http://fastpasscorp.com.185-26-149-
160.winsrv108.pleskcontrolpanel.co.uk/media/1503/it-sikkerhedstekst-st5-datatilsynet-english-
version.pdf). The U.K.'s National Cyber Security Centre advises that administrators should "allow 
users to reset passwords easily, quickly and cheaply" — but stops short of saying how this might be 
achieved (see https://www.ncsc.gov.uk/guidance/password-guidance-simplifying-your-approach). 

And yet the trouble with the trivial password reset process is that it is not trivial at all. At least, there are 
dozens of ways to implement password reset badly — sending password reminders via email, sending 
temporary passwords via a URL, confirming the existence of a valid user ID (such as an email 
address) on entering an incorrect password, and so on. 

If the lack of a standard process is the first broad issue, the second is that you need to prove 
absolutely that no-one unauthorized could know a user's password. Many password reset approaches 
involve a second person, typically a helpdesk staffer. What stops such a person from exposing a 
user's password to an unauthorized person (accidentally or otherwise)? They could be over-worked, or 
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over-trusted. They may be susceptible to flattery or bribery. Or the unauthorized person may be 
impersonating a valid user. 

The involvement of this second person introduces an important vulnerability, that of privileged user 
credential abuse. If a privileged user exposes the password to an unauthorized person the ability to 
compromise that account — untraceably — is unlimited. The way to combat this risk is to involve a third 
person to vouch for the end user, and to act, effectively, as a broker between the user and the service 
desk. 

The accepted alternative is to use a self-service facility. Self-service offers relief from a manual reset 
process that consumes scarce and expensive resources (that is, people) performing a repetitive and 
menial task. Service desks and security operations are under pressure to deliver better efficiency and 
effectiveness, and automation is a primary driver in both of these technology segments. 

In addition, users like the idea of self-service. It can be tedious to navigate to a helpdesk by telephone 
or email, it is rarely a real-time or enlivening experience, and users generally feel frustrated or 
embarrassed at their loss of access. 

But such self-service solutions are often ineffective: the SDI reports that 86% of organizations using 
password self-service had a user adoption rate of less than 40%. The average adoption rate is around 
20% of reset requests. For the other 80% a second person is involved.  

The challenges for self-service are, firstly, to substantially increase the adoption rates for users to flip 
that 20:80 ratio on its head. Secondly, to prove that, in the diminished cases where assisted password 
reset is required, no second person involved can ever expose the user's password. Thirdly, to ensure 
that all password resets, whether self-served or assisted, are monitored and logged. 

CONSIDERING FASTPASSCORP 

FastPassCorp is a provider of a self-service password reset solution that reports high user adoption 
rates that exceed 80%, while ensuring the integrity of passwords in assisted reset instances. 

Optimizing User Self-Service Adoption 

What drives users to prefer self-service password resets? The answer involves a combination of ease 
of use, convenience, and compulsion.  

Firstly, the reset solution must be easy to use. The standard approach to password reset is to use 
security challenge questions. Basic security dictates that these challenge questions should not be 
easy to guess or research. Of course, this means the answers are often forgotten by the users, who 
would then normally have to revert to an assisted reset process. However, FastPass allows users to 
choose the method of reauthentication: a challenge question, a one-time passcode via SMS, or a PIN 
sent to a private email address. This flexibility allows user choice, driving adoption (and reducing the 
risk of frustrated users). 

The solution must also be convenient. FastPass is available on the majority of existing systems 
including those based on Microsoft Active Directory. It also integrates with SAP and Oracle as well as 
IBM AS400. Importantly, passwords can be synchronized across all support environments or kept 
separate, according to the preferred security regime. FastPass Cloud also supports Microsoft Azure 
AD, which opens up the important and growing cloud-based identity platform. 

Lastly, at times users need to be compelled to use the self-service system. It should be easy for users 
to enroll, but even with regular reminders busy (or belligerent) users may choose not to. In these 
cases, an agent can be deployed on client PCs, which then forces the errant user to enroll. The cost to 
the user of enrollment is one-off, after which they are always directed in the first instance to the self-
service option. 
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Additional security layers can be implemented, based on the user choice or security regime. In some 
cases, a user may choose to use multiple authentication factors. In others, the security protocols may 
mandate multifactor use. For example, when accessing the self-service solution from a remote 
location the user may be forced to provide additional authentication. Adding an automated notification 
of a password reset to the user is always good practice. 

With full audit trails of self-service password resets this automated part of the solution ensures a 
compliant reset process. 

Compliant Assisted Password Resets 

So what happens when a user forgoes self-service and calls the service desk? There are two key 
elements to the FastPass solution. The first addresses the issue of involving a second person to reset 
the password. FastPass ensures that this second person can never expose the user's password, even 
though they facilitate the reset. 

This is done by disallowing service desk staff from directly accessing the password function (Active 
Directory or other native password directory). Only FastPass Compliance Manager has access to the 
directory, and this mediates between the service desk staff and the directory. Rather than the service 
desk staff providing a new password, an authentication process is performed with the user, which 
results in a PIN being issued. This PIN can be transferred directly to the user, or it could be forwarded 
to a secondary administrator as an extra authentication step (dependent on a company's security 
process) before transmitting the PIN to the user. 

Once the user has the PIN they are instructed to enroll (or re-enroll) in the self-service function, where 
they use the PIN to reset their own password. 

Thus the second key element to the FastPass solution is that it redirects assisted users back to the 
self-service process, thus reinforcing its usage (and disincentivizing users from repeatedly calling the 
service desk). It creates a virtuous circle of self-service password resets. 

FastPass can therefore guarantee that no other person other than the user should know the password. 
It intrinsically ties the user to a user ID, and removes suspicion that the service desk is complicit in 
compromised credentials. Since the whole process is logged in an audit trail, it also provides evidence 
in case of compromised credentials involved in a data breach or malware exploit. Both the self-service 
and the assisted service are monitored in a detailed manner, respecting the collection of evidence as 
part of a GDPR-compliant process. This could be a mitigating factor used by a Supervisory Authority 
(regulator) when deciding whether and how much to levy a financial penalty. 

Challenges 

Even though self-service and assisted service password resets aid compliance with GDPR there 
remains a perception that such solutions are expensive and complex to implement and manage. This 
is particularly the case in heterogeneous environments where a plethora of systems and architectures 
prevail. Challenging this view can be difficult, particularly where suspicions over ROI-based arguments 
are common. 

IDC believes that a pure ROI justification misses the point because it only considers cost. In fact, 
GDPR mandates firms to consider not only cost but also the risk associated with the processing of 
personal data, the context in which the company operates, and state of the art in security technology 
(see Article 32). It's much harder to argue against self-service reset approaches from a risk 
perspective, and state of the art in password reset is clearly self-service. 

Another challenge to companies is that there is much more to password management than resets. 
Passwords are susceptible to a host of threats including social engineering, theft via phishing, poor 
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password hygiene, and so on. Self-service password reset can only be successful as part of a holistic 
password management process. 

Passwords are so maligned that many question their durability: is the password destined to be 
replaced with biometrics or some other perhaps behavior-based authenticators? Maybe, but this does 
not negate the usefulness of self-service and assisted service. Problems will always arise with 
authentication and a reset process will always be required. 

CONCLUSIONS 

Self-service password reset has been available for many years now, but it suffers from low adoption 
rates. This is not good enough anymore: the state of the art has moved on and adoption rates must be 
in the 70%–90% range to be credible as an effective and efficient solution. 

The consequences of a data breach under GDPR can be severe, but companies would be 
shortsighted if they focused solely on preventing data breaches. Compliance with GDPR centers on 
having a process for data governance that adheres to the principles and rights established in the 
regulation. Non-compliance with these underpinning foundations is regarded as willful, and subject to 
the stiffest level of fines. Companies must try hard to comply. 

Faced with a shopping list of new or enhanced processes and technologies required to achieve and 
maintain compliance, password reset must seem the least of the worries of a compliance officer. But 
sometimes it's the small things that are indicative of more serious issues. Self-service password reset 
is a straightforward, high benefit solution: if you are not using it, you may be indicating to the 
Supervisory Authority a lack of attention to detail. 

In contrast, the ability to definitively tie users to credentials eliminates uncertainty in the validity and 
integrity of user authentication. It demonstrates a thoughtful consideration of identity and access 
control, and helps to evidence the prevention of unauthorized processing of or access to personal 
data. 

The GDPR clock is ticking, with enforcement due from May 2018. Most companies have plenty to do 
to achieve compliance by then, with limited resources and time running out. Self-service can therefore 
be regarded as a quick win for companies striving to comply with GDPR. 
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